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METHODOLOGICAL FRAMEWORK FOR
CYBER THREATS IDENTIFICATION IN FUTURE SMART HOMES

(J WE ASSUME THAT SMART HOMES ARE CYBER-PHYSICAL SYSTEMS
ENCOMPASSING BOTH TECHNOLOGIES AND HUMAN FACTORS,

(J THE MAIN IDEA IS TO CREATE A PLAUSIBLE SCENARIO SET USING AT FIRST
MORPHOLOGICAL ANALYSIS FOR PROBLEM SPACE DEFINITION AND LATER
ON, A SYSTEM ONE, CONCERNING A MORE DETAILED OBSERVATION.
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|
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|
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l

VALIDATION

*BASED ON THE GENERAL METHODOLOGY FOR CYBER THREATS IDENTIFICATION AFTER Minchev, 2013
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PROBLEM SPACE DEFINITION
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IMPLEMENTATION WITH SCENARIO EXAMPLES

MAXIMUM SCENARIO COMBINATIONS: 5X3x4x3x3x3 = 1620
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*Minchev, Boyanov & Georgiev, 2013
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] rscip-via RESULTING SCENARIOS
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GENERAL SYSTEM ANALYSIS & AGENT
BASED MODELLING
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RESULTING CLASSIFICATION

ﬁ 3D Sensitivity Diagram g
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SMART HOMES ENVIRONMENT MONITORING
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ONGOING & FUTURE WORK
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